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Introduction 
	Target Corporation is one largest retailer in the United States of America. The corporation offers high quality and the best trending products at discounted prices. With over 1850 stores in the country, the corporation has a large pool of customers who use credit cards and debit cards in transactions. Debit and credit cards information is personal and confidential and can cause a lot of harm when accessed by the wrong people. Target Corporation was a victim of a data security breach which happened on 27th November 2013 and 18th December 2013, This data breach affected more than 40 million people (In Hardy, 2014).  According to Thomson (2018), data breach is a situation where data or information is accessed without the knowledge or any kind of authorization from the owner. Today data breach can be done on a computer system where hackers can access information remotely over the internet. They do this by using virus and Trojans which undermine the security of computer systems.
What vulnerability that enabled target breach to occur 
	In cybersecurity, a computer vulnerability is a weakness in either the computer software or the computer hardware which can be exploited so as to perform unauthorised actions (Kizza, 2015). One of the target cooperation contractor named HVAC was penetrated by a malware which was called Citadel malware. This kind of malware is email-borne. After the malware was installed in their system the attackers were able to gain the credentials that were used to access the online billing system of Target Corporation. While HVAC contractor had cited that security of their system was compliant with standards of cybersecurity, one of the antiviruses in their system was a free version. The other vulnerability that the attackers used is that the Target Corporation system never used the two-factor authentication (In Hardy, 2014). Two-factor authentication is a type of security mechanism that requires one to use two types of credentials to verify themselves. This type of systems better protects people from attackers who might steal passwords (Stanislav, 2015).
	After installing malware in the system it was easy to access the target Corporation points of sale systems where they installed the malware which was able to capture data that was encrypted in the system. This malware was able to capture information that is in the magnetic slip of the credit cards, this information included the name of the cardholder, the account number, the card number and the expiry date. It was difficult for the attackers to find a way to get the information out of the company but the company had a vulnerable FTP server which they used to transmit data out of the company (In Hardy, 2014).
What type of cyber-attack and how was it resolved
  	The cyber-attack that affected Target Corporation was a malware-based attack, the hackers were able to use software and malware so as to gain credentials which were used in stealing credit card details for over 40 million people. The other type of attack that was used by the hackers is called phishing. In this type of attack, the hackers use communication that looks like it comes from a real source such as an email. The main objective is to steal information such as logins (James, 2016).
	After the attack, the company acted by hiring the best experts on cybersecurity who could help in the pen test network and remove all the malware. An update on the company software was also done. The company issued a statement that they would change the credit card number technology which was called chip and pin which is more secure. This technology makes it difficult for the attackers to duplicate (In Hardy, 2014).
Would Target Corporation benefit from risk assessment? 
 Risk assessment is defined as the process where a company or an organisation identify the hazards and the risks that could potentially cause harm (hazard identification), does the analysis and evaluation on the risks and hazards and determines the best ways to eliminate or control the risks and the hazards (In Hardy, 2014). The company can benefit from risk assessment. Target Corporation is a big corporation which has a large customer base. They use technology to manage the overall institution, a risk assessment on the computer systems would be helpful in identifying the risks and hazards that emanate from cyber insecurity, and how the risk and hazards can affect the company and the best method to reduce or eliminate the risk and hazards.
Method/approaches to be used
	Target Corporation can use the process of penetration testing to assess the risk associated with their computer network. Cybersecurity experts use this method so as to ensure that computer vulnerabilities are not present (In Hardy, 2014).  The approach has five steps:
· Reconnaissance, in this step the cybersecurity experts collect information about the computer network. 
· Scanning, in this step cybersecurity expert, does a complete scan on the computer network, looking for important information. E.g. the expert might find the open ports in the network which might be used to gain access to the network.
· Gaining access, in this step the cybersecurity expert gains access to the vulnerable software’s hoping to get credentials. This step is important because it helps them in escalating the security of the network so that hackers do not gain access.
· Maintaining access, in this step, the security experts want to take control of the computer network. This can be done by installing a virus, worms and malware which help the cybersecurity expert to either download or manipulate files in the system.
· Covering the tracks, in this steps the security expert is able to manipulate or erase the logs so as to avoid detection. This steps are important in conducting a risk assessment of the computer of Target Corporation.
Explain whether you agree that the positive side of the Target breach is improved cybersecurity
	Target Corporation has helped the world view cyber insecurity in another dimension. Cyber insecurity can damage the reputation of a company. Without better mechanisms to protect your data, companies and firms are left at the mercy of hackers. There are better things which can be done in order to increase the security in our networks, these include:
a) Ensure that the computer systems meet the standard security protocols internationally.
b) Ensure the systems have two-factor verification so as to reduce the stealing of credentials.
c) Installation of the latest antimalware and firewalls which will be able to detect malware that is installed by hackers. 
d) Install network anomaly technologies which will be able to detect any changes in the operation of the networks such as data transfers.
e) It is important that firms can segment systems that contain sensitive information. This will make it hard for the attackers to access it. 
Lesson learnt from Target Corporation security breach for the risk assessment in homeland security
	Target cooperation situation has offered many lessons, one of these lessons is that any institution needs to segment networks that hold sensitive information. Homeland security can identify cyber insecurity as one of the major hazards and must act by segmenting networks that might contain security information.
	The attack on Target cooperation was partly caused by the weakness in systems of third parties. The lesson learnt from this situation is that we need to ensure that the security of third parties is in check so as to avoid any kind of security breach. Homeland security when conducting their risk assessment should look at the risk posed by third parties. When collaborating with third parties one should ensure that they have an updated computer system.
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